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At CF Webtools we recently went through a round of server upgrades to handle the
Authorize.net ending support for older TLS versions. Now USPS, United State Postal
Service, is doing the same thing with their Shipping APIs. This is going to be happening
for all API's and most likely all this year as PCI requirements for ending support for TLS
1.1 and older at the end of June 2018. This is according to the PCI Security Standards
Council.
USPS will be turning off support for TLS 1.1 and older for testing. In advance of the
changes to production, TLS version 1.0 and 1.1 support will be discontinued in the
lower Web Tools environments and available for testing on 5/22/18:
https://stg-secure.shippingapis.com/shippingapi.dll): 06/11/18.
This message explains some security improvements planned for our services.
Effective 06/22/18, Web Tools will discontinue support of Transport Layer
Security (TLS) version 1.0 and 1.1 for securing connections to our HTTPS APIs
through the following URL:
https://stg-secure.shippingapis.com/shippingapi.dll. This includes, but is
not limited to, all shipping label and package pickup APIs. After this change,
integrations leveraging TLS version 1.0 and 1.1 will fail when attempting to
access the APIs.
You are receiving this message because the Web Tools UserID associated
with your email address has made HTTPS requests over the past year. It is
possible that no changes are necessary to retain Web Tools services and
benefit from the improvements. Please review the entire message carefully
and share with your web developer, software vendor, or IT service provider
to determine if your use of the Web Tools APIs will be affected. If you have
already updated your security certificates please disregard this message. If
you are not sure if any changes are necessary, please ask your IT service
provider.
In advance of the changes to production, TLS version 1.0 and 1.1 support
will be discontinued in the lower Web Tools environments and available for
testing on 5/22/18: https://stg-secure.shippingapis.com/shippingapi.dll):
06/11/18.
Further background: Security research published in recent years
demonstrated that TLS version 1.0 and 1.1 contained weaknesses that
limited its ability to protect and secure communications. These weaknesses
have been addressed in the TLS 1.2 version. Major browser software vendors
have been supporting TLS 1.2 for some time. Consistent with our priority to
protect USPS Web Tools customers, Web Tools will only support versions of
the more modern TLS 1.2 as of the effective date noted above.
Contact us at WebTools@usps.gov with any questions or concerns.
This means that if you are using older methods to make calls to USPS that are not
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This means that if you are using older methods to make calls to USPS that are not
capable of making TLS 1.2 connections then you will NOT be able to process Shipping
API transactions.
This affects ALL ColdFusion versions 9.0.2 and older! This also affects ColdFusion 10
Update 17 and older. If your server is running any of these older versions of ColdFusion
and your server is processing Shipping API transactions with USPS then this advisory
applies to your server.
Mitigation Getting compliant depends on age of your server operating system. There
are three main ways to get your server to handle TLS 1.2.
1. If you're running on Windows Server 2008 Standard (not R2) or older then the only
solution is to migrate to a newer server. This can be challenging and time
consuming. It's best to start planning now if a plan isn't already in place and being
acted upon.
2. If your server is running ColdFusion 10 and newer on Windows 2008 or newer then
the solution is most likely very simple. In most cases you'll need to install the
ColdFusion patches and upgrade to Java 1.8.0_nn.
3. There is a solution for the in between systems running ColdFusion 9 and older on
Windows 2008 R2. This does require using a third party extension to ColdFusion
and some refactoring of your code to call the API.
4. There are sure to be outlier cases that will require either migration or patching
depending on the exact combination of operating system, ColdFusion version and
Java version.
CF Webtools has been successfully mitigating this issue for clients servers for the past
couple years and we are very experienced in resolving these security related issues. In
a previous blog post I tested which TLS levels were supported by various ColdFusion
versions on various Java versions and produced an easy to read chart.
If your ColdFusion server is affected by this or if you do not know if your ColdFusion
server is affected by this then please contact us (much) sooner than later. Our
operations group is standing by 24/7 - give us a call at 402-408-3733, or send a note to
operations at cfwebtools.com.

